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Windows PortableApps® (32-bit)
macOS 10.6 and later Intel 64-bit .dmg
Source Code

Wireshark T E:

M Wireshark 2.2.6 (64-bit) Setup M Wireshark 2.26 (64-bit) Setup M Wireshark 2.2.6 (64-bit) Setup

Choose Components: Select Additional Tasks Install WinPcap?
Choose which features of Wireshark 2.2.6 (64-bit) you want to install. ‘ Which additional tasks should be done? ‘ WinPcap is required to capture live network data. Should WinPcap be installed? ‘
The folowing companents are avalable for nstallation. Create Shortauts Currently installed WinPcap version
[¥] wireshark Start Menu Item WinPcap 4.1.3

Wireshark Desktop Tcon
7] Wireshark Quick Launch Tcon Instal

Select components to instal: [7] wireshark Legacy Start Menu Item [#]mnstall winPcap 4.1.3
Tshark [ Wireshark Legacy Desktop Icon If selected, the currently instaled WinPcap 4. 1.3 wil be uninstalled first.
Wireshark 1 [¥] Wireshark Legacy Quick Launch Icon

fugins & Extensions
Tools
Jser's Guide

File Extensions
©) Associate trace fle extensions to Wireshark
Assodate trace fie extensions to Wireshark Legacy
Description None

Space required: 171.0MB
Extensions: Svw, acp, apc, atc, bff, cap, enc, erf, fdc, ipfix, mplog, out, peap,

peapng, pkig, pkt, rf5, snoop, syc, tpc, 1, trace, trc, vwr, wpc, wpz

[ cance [ <Back Next> | [ Concel <Back Next> | [ cancel

<Back



https://www.wireshark.org/download.html
https://www.wireshark.org/download.html
https://www.wireshark.org/download.html

H

Z22E |(DT BACnet pioneer 52 E BN Es
=

T & &FhR RE

ZEEFEEL Wireshark fHERIRIERE T, IR ELEEBEMRA, HELBIREZ R, 10
RF E2FHM BACnet/IP BIE%1{E, BINBEE R —BEiE%ZE ICDT BACnet

.
p | O n e e r 'ﬂ i3l ICDT BACnet Pioneer
\ Welcome to the ICDT BACnet Pioneer Setup
Wizard
ICDT BACnet pioneer ICDT BACnet pioneer )
UDP : 47808 UDP: 47808 . ?El Z:;;:ft:"ar will guide you through the steps required to install ICDT BACHet Pioneer on your
Device : 4194302 Device : 4194302 R
IP: 192.168.1.9 IP: 192.168.1.102 i
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\ WARMIMG: This computer pragram is protected by copyright law and intemational reaties.
Unauthorized duplication or distibution of this program, or any portion of it, may result in severe civi
n or criminal penalties, and will be prosecuted to the maximum extent possible under the |aw.
Cancel
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M The Wireshark Network Analyzer

File Edit Capture Tools

d = ® RE ]

View Go Statistics  Telephony  Wireless

= @ Q
= ;Wi

Analyze Help

(] &pely o display filter = <Ctd-l»

Welcome to Wireshark

C\Users|Eric\AppDats|Locs!\Microsoft\ Windows| Temporary Internet Files\OLKFA7C\ICDT BAChetiP-new: pcapng (not found)
C\Users\Eric\AppDatal\locs!\Microsott\ Windows| Temporary Internet Files\OLKFA7C\stop at AV20 reading (2, peapng (not found)
C:\Users|Eric\AppData\Locsl\Microsoft\ Windows\ Temporary Internet Files\OLKFA7C\stop at AV20 reading.pcapng (ot found)
C:\Users|Eric\AppDats\Locsl\Microsoft\Windows\| Temporsary internet Files\OLKFE7C\COV abies stst peapng (not found)
Chworks\Abies BIZ0\COV\bacnet cov.pcapng (11 KB)

C\Users|Eric\Desktop\bacnet cov.pcapng (not found)

C\Users|Erc\Desktop|saveok peapng (not found)

C\Users|Eric\AppData|Locsl\Microsoft\ Windows| Temparsary Intermet Files\ OLKF47C\ip peapng (not found)
C-\Users|Eric\AppData|Locs!\Microsoft\ Windows| Temporsry Internet Files|\OLKF47C\port0,peapng (not found)
C\Users|Eric\AppData\Locs!\Microsoft\ Windows| Temporary Internet Files\OLKF47C\PES 20160506 peapng (not found)

~+using this filter: [ [ [Enter a cophue filler -+

VirtualBox Host-Only Network 22
2 oM

irtualBox Host-Only Metwor
VMware Network Adapter ViMinetl
WMware Metwork Adapter VMnetd

0:59c1:404.0ae2:341a

192.168.1.9
Mo capture filter
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File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
ma® RE ] &= 1zsBaaqE
(W el = displey filter - <Ctik-> )~ Expression:
No. Time Soure Destination Prbeol  Lengh Info
. 1 0.600000 fe80::59c1:404:9ae2:.. £fO2::c SSDP 208 M-SEARCH * HTTP/1.1
2 0.108789 192.168.1.9 203.205.149.188  0ICQ 89 0ICQ Protocol
; 3 0.117097 172.217.18.131 192.168.1.9 QuIC 72 Payload (Encrypted), PKN: 5
! 4 0.311688 203.205.149.188 192.1e8.1.9 0ICQ 89 0ICQ Protocol
f 5 9.504606 192.168.1.9 31.13.95.36 TLSvA... 130 Application Data
© 9.584921 192.168.1.9 31.13.95.36 TLSv1. 100 Application Data
: 7 8.584972 192.168.1.9 31.13.95.36 TLSVA. 913 Application Data
8 8.572742 31.13.95.36 192.168.1.9 TCP 60 443 > 50841 [ACK] Seq=1 Ack=77 Win=2043 Len=0
i 9 8.572744 31.13.95.36 192.168.1.9 TCP 60 443 > 58841 [ACK]
18 0.572745 31.13.95.36 192.168.1.9 TcP 60 443 + 50841 [ACK]
| 11e.572746 31.13.95.36 192.168.1.9 TLSVL 96 Application Data
| 12.0.572748 31.13.95.36 192.168.1.9 TLsvl 100 Application Data
| 138.57289% 192.168.1.9 31.13.95.36 TcP 54 58841 > 443 [ACK] Seq=982 Ack=89 Win=993 Len=0
| 140.717180 31.13.95.36 192.168.1.9 TLSv1 360 Application Data
4‘ 150 717317 192 168 1 Q 21 12 @5 26 Tre SA SARAT & AAR TACKT San=0R2 Ark=20% Win=007 | an=0 ¢ i
> Frame 1: 208 bytes on wire (1664 bits), 208 bytes captured (1664 bits) on interface @
Ethernet II, Src: HewlettP_47:0 55), Dst: IPvémcast Oc (33:33:00:00:00:0c)
> Internet Protocol Version 6, Src: :9ae2:341a, Dst: ff@.
User Datagram Protocol, Src Port: 65476 Dst Port: 1960
- Simple Service Discovery Protocol

PE = = % _
@l @ LBRE R 1=Baaam
(W T&pply & display filter =+ <Ctrl-/- ] Bxpressione  +
Time Soue Destination Probool  Leneth Info -
2.666800 £e80: :59c1:404:9ae2;.. FF02:ic S0P 208 M-SEARCH * HTTP/1.1
2.168789 192.168.1.9 .205.149.188  0ICQ 89 0ICQ Protocol —]
.117097 172.217.18.131 192.168.1.9 QuIc 72 Payload (Encrypted), PKN: 5
.311688 203.205.149.188 192.168.1.9 oIcg 89 0ICQ Protocol
©.504606 192.168.1.9 31.13.95.36 TLsvl 130 Application Data
0.504921 192.168.1.9 31.13.95.36 TLsvl 108 Application Data
9.504972 192.168.1.9 31.13.95.36 TLSv1 913 Application Data
.572742 31.13.95.36 192.168.1.9 TCe 60 443 > 50841 [ACK] Seq=1 Ack=77 Win=2043 Len=0
0.572744 31.13.95.36 192.168.1.9 TCe 60 443 > 50841 [ACK] Seq=1 Ack=123 Wi
.572745 31.13.95.36 192.168.1.9 cp 60 443 > 50841 [ACK] Seq=1 Ack=982 Wi
.572746 31.13. jon Data
! 0.572748 3113 MR e d peckets =2 ion Data
! 0.572896 192.18 Do you want to save the captured packets before starting a new capture? | 1443 [ACK] Seq-982 Ack=89 Win-993 Len-8
! 140.717180 31.13 ion Data
[ — g Your captured packets will be lost if you don't save them. | -
, '
> Frame 1: 208 bytes on wird [_save | [Continue without Saving| [ Cancel
> Ethernet II, Src: Hewlettd 90:0c)

» Internet Protocol Version B, SRCY Fe8@::50c1 4040569 3015, Dot: Tr02:1¢C
- User Datagram Protocel, Src Port: 65476, Dst Port: 1968
- Simple Service Discovery Protocol

33 33 @@ 00 0@ Oc 64 51 86 47 088 55 86
66 80 9a 11 @1 fe 80 ©0 00 00 00
84 84 9a e2 34 1a ff 92 ©0 00 00 00 00
@0 08 00 8@ 00 Ac ff c4 @7 6c 80 9a 2a

dd 68 ee
59 c1
@0 ee ee
fd 4d 2d

i
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$1.1T 1CDT BACnet pioneer

BEEMKERM whois 8, B8 8BS

Llimtsax s

B3 ICDT BACnet Pioneer

Wha is - S %0

B 1CDT BACnet Pioneer e = 0 e 4194303 (=

HIR AEH 4194302 LI K5 —1E =

& [ & &% O

p 1000 1] 210=] 4194302 [= 4194302

BACnet pioneer B9 1000, #HX 1000 | %

e B Apd Timeout : 6000
- @ Application Software Version : [CDT Web HMI Server
- @ Database Revision : 0
- @ Deacription :
- @ Device Address Binding
- @ PFinmeare Revision : 1.0.2.0

B ¥ 5%% m(Device)E T4 (Object)
BtmiE, $ER%ZELE DEVICE B9 1000
fz, BlZiEiE it EE R DEVICE-1000 ¥
BB E B (Property), HERZ/ER
BA R E6:2E “About” B9 "E B LIBARUR
+F

- @ Local Date : 2017/04/14 FRI

- @ Local Time : 17:12:24

- @ Maxt Apdu Length Lccepted © 1476

- @ Model Name : ICDT BACnet [P Driver
w @ Number Of &pdu Retries : 3

- @ Ohbject Identifier : DEVICE 1000

@ (bject List : 129

- Ohbject Name : ICDT BACnet Server
- @ Object Type : Device

@ Protocol Object Types Supported : Analog Input=False, Lnalog Output=False, Analog Falue=True, Binary Input=Fals, Binary Output=Fal=, Bi

- ® ANALOG VALUE
e 0

3

- @ Protocol Revision : 12
- @ Protocol Bervices Supported : Acknowled gealarm=False, Confirmedcovnotification=False, Confirmedeventiotification=False, Getalarmsummane=
@ Protocol Version @ 1
- @ Begmentation Supporied : None
o Systemn Statos | Operational
@ Vendor Identifier : 676

Vendor Name : [CDT

Stop!




Wireshark &2 &k BACnet/IP &t

P IJ,\

T wireshark #kfa

All = /&R, LIEBEERE S Device 1000 IS ZEEBE, 3

BRI LIE Z| wireshark 528% T
BACnet @A E &, RFRFRHT H
iR &

JHZH#TIEEJ: nafi 17 JJ:fLT*F*E]‘[i*ﬁU
A bacnet, AJLIEAZ bacnet
HEER.

s 8

2R ETRCE, HRT BACnet ploneer Who is S/ Read

HIEFERKRFRE, It

£ Capturing from S

EJ 1CDT BACnet Pioneer

== zx\l
I
i

ma® ME Qe d
(I [ pply & display filler ~ <Cilfx W whois - @
No Time Soume &8 1000 - [
10.000008  192.168.1.9 Event Ste - Noomsl
2 0.000133 192.168.1.9 Object Identifier : ANALOG YALUE 1
30.000204  192.168.1.9 g:;:ﬂ;? :n‘;:gvm
40.022084  31.13.87.36

£ a_adaa 21 132 =

| ¥* O

~ 4194307 =

Out Of Service : False

Present Value 0

> Frame 1: 1308 bytes on wire (16

> Ethernet II, Src: HewlettP_47
> Internet Protocol Version 4,
» Transmission Control Protocol
> Secure Sockets Layer

Status Flsgs - [n Alarm=Falss,

Fault=Falss, Ovsrcidden-Falss, Ont Of Servica=Fake,

nits : Mo Units

Deszription
Ewvent State - Normal
Objest [dentifier - ANALOG
Obiect Name - A¥2

Object Type - Anslog Falus
Ot Of Sexvice : False
Fresent Velue ;0

Status Flags © In Alarm=False,
Units - Ho Units

Deszription
Event State : Nommaal
Obiect [dentifier : ANALOG
Objest Name - A¥3

Object Type - Anslog Falus
OutOf Service - Fal
Preseat Valve ;0

Status Flags : [n Alarm=Fals,

9¢c db 43
00 74 @5
57 24 d8
3f 60 38 80 17 03
00 o0 ad 96 15 75

9 23
e7 4e
ea 01
49 8@
94 ¢5

b4 &4 51
20 8@ @6
bb 76 36

Tnits : No [nits

j- @ Dessription
- & _Bvent State : Wormsl

« - i

ANALOG VALUE-4 Present Value : 0

O 7 WEE: <live captore in progresss

e

A Esss -

File Edit View Go Capture Analyze Statistics Telephony \Wireless Tools Help

Adm 20 UBREBE R = Eaaam

[ W [bacnet

Ho Time Soume Destination Protocol  Length Info
18 1.134516 192.168.1.9 192.168.1.102 BACne... 59 Conf
19 1.138341 192.168.1.182 192.168.1.9 BACne... 6@ Erro
20 1.323511 192.168.1.9 192.168.1.182 BACne... 59 Conf
21 1.324940 192.168.1.162 192.168.1.9 BACne... 6@ Erro
22 1.443521 192.168.1.9 192.168.1.182 BACne... 216 Conf
23 1.452546 192.168.1.182 192.168.1.9 BACne... 315 Comp
24 1.528826 192.168.1.9 192.168.1.102 BACne... 59 Conf
25 1.529794 192.168.1.182 192.168.1.9 BACne... 62 Comp
26 1.615671 192.168.1.9 192.168.1.182 BACne... 61 Conf
27 1.616549 192.168.1.102 192.168.1.9 BACne... 6@ Erro
28 1.633438 192.168.1.9 192.168.1.182 BACne... 59 Conf
29 1.634930 192.168.1.182 192.168.1.9 BACne... 65 Comp
30 1.71453@ 192.168.1.9 192.168.1.102 BACne... 59 Conf
31.1.715391 192.168.1.102 192.168.1.9 BACne... 6@ Erro




AN A~ =Z 47808 port

BACnet/IPR—E1SFEEF 47808 port, LLEF#IA bacnet i AR&EAH, LL 47809 port

A5, aTLAEREE A udp.port==47809, BiRA##1EIE Decode As , 1l

®ENAIE E

(BACnet Virtual
Link Control )

A -EzEs

File Edit View Go Capture Analyze Statistics Telephony Wireless Toc
Am 0 JIDRB _Re==5s=3aaan
[ [odp.port=47809
Ho Time Bouice Deestination FProtocol
~ 181.875193 T A0a ac0 a ana Lo
19 1.876055 192.1¢ Mark/Unmark Packst Ctrl+M
27 1.575054 193.1¢ Ignore/Unignore Packst Ctrl+D
23 1.576242 192_155 Set/Unset Time Reference Ctrl+T
24 1.635092 192.1¢ Time Shift... Ctrl+Shift+T
25 1.636858 192.1¢ Packet Comment... Ctrl+Ale+C
26 1.7085101 192.1¢ T
27 1.706771  192.1¢ ik
28 1.815615 192.1¢ Apply as Filter 3
29 1.819931 192.1¢ Prepare a Filter 3
30 1.825073 192'“; Conversation Filter 3
31 1.826044 192.1¢
Colorize Conversation 3
32 1.936387 192.1¢ s :
33 1.937253 192.1¢
| Follow 3
» Frame 18: 61 bytes on
Copy 3

» Ethernet II, Src: Hewl|
» Internet Protocol Vers|

> User Datagram Pr‘utocoli
> Data (19 bytes)

Protocal Preferences
Decode As...

Show Packet in New Window

1E1ZE BVLC

M Vireshark - Decode As_ - - ==
Field Value Type Default Current
UDP port ¥ 47809 ~ Integer, base 10 (none) |(none) b4
BOOTPR/DHCP s
BRP
BT-DHT
BT-uTP
Babel
Bundle
Cc1222
h CAPWAP-CONTROL -
A =m=s B W % [P=E
File Edit View Go Capture Aralyze Statistics Telephony Wircless Tools Help
4 m ® ERE Q&= ;@\Q@\E
[ [ndp port—=47808 [] | Expressione+
No. Time Source Destination Protocol  Length Info e
— 18 1.075193 192.168.1.9 192.168.1.1082 BACne... 61 Confirmed-REQ  readPrope..
19 1.876@55 192.168.1.182 192.168.1.9 BACne.. 64 Complex-ACK readPrope..
22 1.5750854 192.168.1.9 192.168.1.102 BACne... 59 Confirmed-REQ  readPrope..
23 1.576242 192.168.1.182 192.168.1.9 BACne... 6@ Error readPrope..
24 1.635092 192.168.1.9 192.168.1.102 BACne... 59 Confirmed-REQ  readPrope..
25 1.636850 192.168.1.102 192.168.1.9 BACne... 6@ Error readPrope..
26 1.7@51@1 192.168.1.9 192.168.1.102 BACne... 234 Confirmed-REQ  readPrope..
27 1.706771 192.168.1.182 192.168.1.9 BACne... 349 Complex-ACK readPrope..
28 1.815615 192.168.1.9 192.168.1.102 BACne... 59 Confirmed-REQ  readPrope..
291819931 192.168.1.182 192.168.1.9 BACne... 82 Complex-ACK readPrope..
30 1.825073 192.168.1.9 192.168.1.102 BACne... 61 Confirmed-REQ  readPrope..
31 1 oncana 407 aco 1 ama 167 1co 1 A BAFan Rt o
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— =29
=1 58 BACnet/IP 3
A A=
§ :l:_j_ A H# Fﬁ File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
nEﬁ%E‘Ji‘@@E T |H AE @ LERBE Aes=T I Eaaam
N ‘ |b"“3“""t [X] = | Expression=+  +
(TI m e) N %;ﬁ | P(SO u rce) N E No. Time Source Diestination Protocol  Length Info -
I 2 8.872214 199 168 1.9 192.168.1.255 BACne... 6@ Unconfirmed-REQ who-Is @ 4194382
M H F =2 C 3 9.872501 15 S L B 192.168.1.255 BACne... 67 Unconfirmed-REQ i-Am device,4194382
E,‘] | P( DeStI n atl O n) -~ TJJ’J ﬁﬁ 4.8.072944 192.168.1.182 192.168.1.255 BACne... 67 Unconfirmed-REQ i-Am device,1600 5
11 1.676886 192.168.1.9 192.168.1.102 BACne... 61 Confirmed-REQ  readProperty[ 2] device,l..
( P rotoco I) EFH_- ( Le n th) 12 1.716188  192.168.1.182 192.168.1.9 BACne... 64 Complex-ACK readProperty] 2] device,l..
> >Z g > 13 2.2008087 192.168.1.9 192.168.1.1032 BACne... 61 Confirmed-REQ  readProperty[ 3] device,l..
o = Febe L 14 2.2081481 192.168.1.182 192.168.1.9 BACne... 67 Complex-ACK readProperty[ 3] device,l..
’ﬁ :ﬂ(l nfo)#*&ﬂ 11 @E Faﬂ q] Fﬁﬁ 15:2:379532 192.168.1.9 192.168.1.102 BACne... 61 Confirmed-REQ  readProperty| 4] device,l..
R O nw 16 2.388641 192.168.1.182 192.168.1.9 BACne... 67 Complex-ACK readProperty[ 4] device,l..
N =il = 73 17 2.525516 192.168.1.9 192.168.1.102 BACne... 272 Confirmed-REQ  readPropertyMultiple[ 5]
ﬂ- l/J\Eill JE Eﬂ%‘% E/‘Jﬁq: *ﬁ’ 18 2.633002 192.168.1.182 192.168.1.9 BACne... 411 Complex-ACK readPropertyMultiple[ 5]
19 2.699573 192.168.1.9 192.168.1.102 BACne... 272 Confirmed-REQ  readPropertyMultiple[ 6]
u& = -Fﬁ E/J *% Eﬂﬁ% 1 6 *E 20 2.700636 192 168.1.102 19216819 BACne... 411 Complex-ACK readPropertyMultiple[ 6] -
Eﬁ ° Lﬂ m L > Frame 2: 60 bytes on wire (480 bits), 60 bytes captured (488 bits) on interface @ =
> Ethernet II, Src: HewlettP 47:88:55 (64:51:86:47:08:55), Dst: Broadcast (ff:ff:ff:ff:ff:ff)

Hl2E , MlBAIR AT LLSEEAE

IEFZ Info #E,

> User Datagram Protocol, Src Port: 47888, Dst Port: 478088

> BACnet Virtual Link Control

> Building Automation and Control Network NPDU

> Internet Protocol Version 4, Src: 192.168.1.9, Dst: 192.168.1.255

m

+F +F +F +F +F +F 64 51
88 2e 06 5 00 08 30 11
@1 ff ba c@ ba c@ @0 1a
ff ff 0@ ff 10 88 89 00

86 47 08 55 08 60 45 @e
af al c@ a8 @1 89 c@ a8
84 84 81 8b 06 12 81 20
1b 3f ff fe

| @ 7 wireshork EF23FED5-7BCD-4034-B744-3E1BE4BC4A22_20170417100638 _al6356

Packets: 36 - Disglayed : 25 (50.445)

Profile: Default




BACnet Confirmed E& Unconfirmed &2

BACnet #EmEHEERES confirmed E& unconfirmed fM%E, BER R
Z:unconfirmed EFHFERIEHEZEEFR, B30 who is. | am FEBAREF
,.“zEEé%), mconfirmed B ZEZE LL simple-ACK. complex-ACKE [a]18 & FA 4 4n:E
B E(ReadProperty)(A ] LLEE), confirmed R AV EH —{E Invoke ID(FAMA
fmak, MERIMN), £—ERIEFREIN, ZEKEI4ER Invoke ID MEIEH G, FRIEK
FF(Timeout)MmZ & (Retry), BERIFZHRHKEEM2OME, BIESX0MERR(EEEREE)

E%iiﬁ‘& BJ'-'LCF‘IE... 61 Con-Flr*med REQ r*eadPr*oper"ty[ 2] device,10088 object-list
BACne... I 64 Complex-ACK readProperty| 2] device,1888 object-list I
BACne... 61 Confirmed-REQ readProperty[ 3] device,1080 object-list
BACnhe.. 67 Complex-ACK readProperty| 3] device,1880 object-list device,l..
BACne... 61 Confirmed-REQ readProperty[ 4] device,1080 object-list
BAChe... 67 Complex-ACK readProperty] 4] device 1888 object-list analog-wv..
BACne... 72 Confirmed-REQ  readPropertyMultiple] 5]
BACne... 11 Complex-ACK readPropertyMultiple][ 5]
BACnhe.. 272 Confirmed-REQ readPropertyMultiple

BACne... 411 Complex-ACK readPropertyMultiple] 6]



A 4T $1 ki BACnet Client & /S 58 32 #2815 # €

A EBH R EAS BB BACnet Client imE#EERX, AleEA T m R BRI KE
BIBLEERIF R, M EIREfERRIERER /N, B BACnet/IP 88 H UDP A&
A, FLEE I Al geR IR Eim AR, AT E BACnet/IP #EREEZ0 & T HYHE IR
RE, T—Ff MS/TP FREEEMIRATEE R IEN,

BEHEREEA LR RE A, ATLI7E BACnet Client BIERS £ &4 Wireshark #4T
BEE, NBEHEINAS IP RESEH confirmed HEAMEFE Invoke ID HIEIEHASE
FE%E RTEREMEB(LEZ MS/TPHRIX)AES, thrlsedsAErEsT Client imzEERfE
[REFEIEESIE, BEHIE MS/TP B R E T LR ARERN

,ABEARAMEZIEELL 16 HEHISER &%, WBEER MS/TP HEiRE —FE
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A04e] |58 BACnet % JEL = (Broadcast Storm)

EE{&E & (Broadcast Storm) : BACnet Router 8l mliEfElR, FRIE &R EEE
Z, EMERRBEE TR MmEE, FlnHEmE Lt REEmRE BACnet/IP B2 MS/TP Y
Router, X AFH MS/TP #Er#R10:E#E, B EEMELL L MS/TP sEERHI BACnet
Router, ¥§MI{E MS/TP #Ri848#%, Nt —2KE{F BACnet EHE7EM{E Router fEAER
HIE, EREIREE, HIET LR R AT LI BACnet/IP #3E&i% A Wireshark #1788
MRB—(FTREEHN S HE)REELE XREMFMERE, BNRE Tt —ikR,

A HERERERMBRRE
&, B5ERIEH 2 RERNRE
MS/TP B & E AR B MAC
FRIEHE
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File Edit View Go Capture Analyze Statistics Telephony  Wireless Tools Help
EEZ—{E4 BACnet Router 4= e izxEs-c=7sPEaaasn
{ﬁ ‘baﬁ:net a '] Expression -
ﬁﬁ{@ M S /TP J@Eﬁ *E *& J-jZE No Time Source Destination Prooeol Length  Info
i 215 7.999783 192.168.1.110 192.168.1.255 BACne... 76 Unconfirmed-REQ i-Am device,41594382
—t— . E 216 8.012942 192.168.1.118 192.168.1.255 BACne... 76 Unconfirmed-REQ i-Am device,4194382
%Jﬂ%ﬂ"]%ﬁ“ Eﬁg T| me *Fﬁl h | 217 8.026104  192.168.1.110 192.168.1.255  BACne.. 76 Unconfirmed-REQ i-Am device,4194302
! ﬂ é 218 8.039304 192.168.1.118 192.168.1.255 BACne... 76 Unconfirmed-REQ i-Am device,4194382
N N | 219 8.852508 192.168.1.118 192.168.1.255 BACne... 76 Unconfirmed-REQ i-Am device,4194382
E Zoomsec Wl%k 1 3 1@ u 220 8.065714 192.168.1.110 192.168.1.255 BACne... 76 Unconfirmed-REQ i-Am device,4194382
i 221 8.0@73%00 192.168.1.110 192.168.1.255 BACne... 76 Unconfirmed-REQ i-Am device,4194382
J:*H |E| E/‘JE%:E;J-@ | 2228.092107 192.168.1.118 192.168.1.255  BACne.. 76 Unconfirmed-REQ i-Am device,4194382
- i o 223 8.185303 192.168.1.110 192.168.1.255 BACne... 76 Unconfirmed-REQ i-Am device,41594382
224 8.118494 192.168.1.1180 192.168.1.255 BACne... 76 Unconfirmed-REQ i-Am device,4194382
i 225 8.131782 192.168.1.118 192.168.1.255 BACne... 76 Unconfirmed-REQ i-Am device,4194382
: 226 8.144898 192.168.1.118 192.168.1.255 BACne... 76 Unconfirmed-REQ i-Am device,4194382
i 227 8.158879 192.168.1.118 192.168.1.255 BACne... 76 Unconfirmed-REQ i-Am device,4194382
> Frame 7: 6@ bytes on wire (480 bits), 60 bytes captured (480 bits) on interface @
> Ethernet II, Src: HewlettP_47:08:55 (64:51:86:47:88:55), Dst: Broadcast (ff:ff:ff:ff:ff:ff)

Internet Protocol Version 4, Src:
User Datagram Protocol, Src Port: 47808, Dst Port: 47808
BACnet Virtual Link Control
Building Automation and Control Network NPDU

192.168.1.9, Dst: 192.168.1.255

F £F +F £Ff £Ff £F 64 51
B0 2e 4e 82 00 00 80 11
81 ff ba c@ ba c® @0 1a
ff ff @@ ff 10 63 89 ee

86 47 @8 55 @8 @0 45 00
67 ed c@ a8 81 B9 c@ a8
84 84 81 @b @0 12 81 20
1b 3f ff fe

@ 7 wireshark EF23FBDS5-7ECD-4924-E744-3E1EB4BC4422_20170417093756_a06500

|| Packets: 963  Displayed: 524 (95 54)

|| Protile: Detault
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1$JJ:§E$§T£?§%'F save R LIECEkATE H 2, (BHZEE

EERRTEE bacnet u& JHJJE
ER%UILE’]J_LB/‘AO

’ﬂ, INRIFERK

o, hERHE %EF'%,%

E1E File->Export Specified
Packets.. #F All Packets

Displayed #4T745
FEFEEIM bacnet #
WMEEET o

, LERF R TF

’ﬂ, iRE

SR 3

FiBKR

A =s=8

Edit View Go Capture Analyze Statis

Open Ctrl+0

Open Recent 3
Merge...

Import from Hex Dump

Close Ctrl+\W

Save Ctrl+S
Save As... Ctrl+Shift+5

File Set »
5

Export Specified Packets... 1¢
Export Packet Dissections » F

Export Packet Bytes... Ctrl+H
Export PDUs to File...

Export S5L Session Keys...
Export Objects 3

Print... Ctrl+P

IIES

]

A Emss
dn @ ERBRes=F i EFaqan
(A Tt [ & Wireshark: Export Specified Packets =X e
No Tiime -
18 1.875193 EERD AT G 2 Er dPro
19 1.876855 : o
1.575054 = = [EFro
23 1.576242 sEEg(n - | fPro
24 1.635092 dPro
25 1.636050 dPro
26 1.705101 dPro
27 1.706771 dPro
28 1.815615 dPro
29 1.819931 dPro
30 1.825073 dPro
31 1.826044 1A -~ dPro
32 1.936387 = - - |lgPro
> Frame 23: 6@ by @ HEEHW £ |&]
» Ethernet II, S y T [ Wishorld - poopne (Fpoopne*peopnesy’ | | BGA | [ [€6:4
Internet Protod R B
> User Datagram P|
> BACnet Virtual Packet Range [CCom
.. 3 ") Captured (@ Displayed - -
< F 3
@ All packets 7 —
64 51 @6 4 Selected packst 1
ee 29 @5 9 Marked packets
01 @9 ba c Fratto
50 7b Bc 9 Flangeﬂli .
O ¥ wireshark_BF23H W
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