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Windows PortableApps® (32-bit)
macOS 10.6 and later Intel 64-bit .dmg
Source Code

Wireshark T E:

M Wireshark 2.2.6 (64-bit) Setup M Wireshark 2.26 (64-bit) Setup M Wireshark 2.2.6 (64-bit) Setup

Choose Components: Select Additional Tasks Install WinPcap?
Choose which features of Wireshark 2.2.6 (64-bit) you want to install. ‘ Which additional tasks should be done? ‘ WinPcap is required to capture live network data. Should WinPcap be installed? ‘
The folowing companents are avalable for nstallation. Create Shortauts Currently installed WinPcap version
[¥] wireshark Start Menu Item WinPcap 4.1.3

Wireshark Desktop Tcon
7] Wireshark Quick Launch Tcon Instal

Select components to instal: [7] wireshark Legacy Start Menu Item [#]mnstall winPcap 4.1.3
Tshark [ Wireshark Legacy Desktop Icon If selected, the currently instaled WinPcap 4. 1.3 wil be uninstalled first.
Wireshark 1 [¥] Wireshark Legacy Quick Launch Icon

fugins & Extensions
Tools
Jser's Guide

File Extensions
©) Associate trace fle extensions to Wireshark
Assodate trace fie extensions to Wireshark Legacy
Description None

Space required: 171.0MB
Extensions: Svw, acp, apc, atc, bff, cap, enc, erf, fdc, ipfix, mplog, out, peap,

peapng, pkig, pkt, rf5, snoop, syc, tpc, 1, trace, trc, vwr, wpc, wpz

[ cance [ <Back Next> | [ Concel <Back Next> | [ cancel

<Back



https://www.wireshark.org/download.html
https://www.wireshark.org/download.html
https://www.wireshark.org/download.html

% (DT MODBUS TCP Client $2 & EX =

B oA R MODBUS #& T E&EE BT & sx#Fhik ICDT MODBUS TCP Client £
Eie
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ICDT Modbus Tep Client
-] i P

| E et
I\‘ Welcome to the ICDT Modbus Tep Client Setup
1CDTNodb™ wizard

The installer will guide vou thiough the steps required to install ICDT Modbus Top Client on your

computer.
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M The Wireshark Network Analyzer

File Edit View Go Capture

d = ® RE ]

Analyze Statistics Telephony Wireless Tools

= @ Q
= ;Wi

Help

(] &pely o display filter = <Ctd-l»

Welcome to Wireshark

C\Users|Eric\AppDats|Locs!\Microsoft\ Windows| Temporary Internet Files\OLKFA7C\ICDT BAChetiP-new: pcapng (not found)
C\Users\Eric\AppDatal\locs!\Microsott\ Windows| Temporary Internet Files\OLKFA7C\stop at AV20 reading (2, peapng (not found)
C:\Users|Eric\AppData\Locsl\Microsoft\ Windows\ Temporary Internet Files\OLKFA7C\stop at AV20 reading.pcapng (ot found)
C:\Users|Eric\AppDats\Locsl\Microsoft\Windows\| Temporsary internet Files\OLKFE7C\COV abies stst peapng (not found)
Chworks\Abies BIZ0\COV\bacnet cov.pcapng (11 KB)

C\Users|Eric\Desktop\bacnet cov.pcapng (not found)

C\Users|Erc\Desktop|saveok peapng (not found)

C\Users|Eric\AppData|Locsl\Microsoft\ Windows| Temparsary Intermet Files\ OLKF47C\ip peapng (not found)
C-\Users|Eric\AppData|Locs!\Microsoft\ Windows| Temporsry Internet Files|\OLKF47C\port0,peapng (not found)
C\Users|Eric\AppData\Locs!\Microsoft\ Windows| Temporary Internet Files\OLKF47C\PES 20160506 peapng (not found)

~+using this filter: [ [ [Enter a cophue filler -+

VirtualBox Host-Only Network 22
2 oM

irtualBox Host-Only Metwor
VMware Network Adapter ViMinetl
WMware Metwork Adapter VMnetd

0:59c1:404.0ae2:341a

192.168.1.9
Mo capture filter



Wireshark 2 % 5

N R B E SRR EER
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15373327&%%3%%, INEAEE, BlE
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& Copturing from B2 WD ; l m
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
ma® RE ] &= 1zsBaaqE
(W el = displey filter - <Ctik-> )~ Expression:
No. Time Soure Destination Prbeol  Lengh Info
. 1 0.600000 fe80::59c1:404:9ae2:.. £fO2::c SSDP 208 M-SEARCH * HTTP/1.1
2 0.108789 192.168.1.9 203.205.149.188  0ICQ 89 0ICQ Protocol
; 3 0.117097 172.217.18.131 192.168.1.9 QuIC 72 Payload (Encrypted), PKN: 5
! 4 0.311688 203.205.149.188 192.1e8.1.9 0ICQ 89 0ICQ Protocol
f 5 9.504606 192.168.1.9 31.13.95.36 TLSvA... 130 Application Data
© 9.584921 192.168.1.9 31.13.95.36 TLSv1. 100 Application Data
: 7 8.584972 192.168.1.9 31.13.95.36 TLSVA. 913 Application Data
8 8.572742 31.13.95.36 192.168.1.9 TCP 60 443 > 50841 [ACK] Seq=1 Ack=77 Win=2043 Len=0
i 9 8.572744 31.13.95.36 192.168.1.9 TCP 60 443 > 58841 [ACK]
18 0.572745 31.13.95.36 192.168.1.9 TcP 60 443 + 50841 [ACK]
| 11e.572746 31.13.95.36 192.168.1.9 TLSVL 96 Application Data
| 12.0.572748 31.13.95.36 192.168.1.9 TLsvl 100 Application Data
| 138.57289% 192.168.1.9 31.13.95.36 TcP 54 58841 > 443 [ACK] Seq=982 Ack=89 Win=993 Len=0
| 140.717180 31.13.95.36 192.168.1.9 TLSv1 360 Application Data
4‘ 150 717317 192 168 1 Q 21 12 @5 26 Tre SA SARAT & AAR TACKT San=0R2 Ark=20% Win=007 | an=0 ¢ i
> Frame 1: 208 bytes on wire (1664 bits), 208 bytes captured (1664 bits) on interface @
Ethernet II, Src: HewlettP_47:0 55), Dst: IPvémcast Oc (33:33:00:00:00:0c)
> Internet Protocol Version 6, Src: :9ae2:341a, Dst: ff@.
User Datagram Protocol, Src Port: 65476 Dst Port: 1960
- Simple Service Discovery Protocol

PE = = % _
@l @ LBRE R 1=Baaam
(W T&pply & display filter =+ <Ctrl-/- ] Bxpressione  +
Time Soue Destination Probool  Leneth Info -
2.666800 £e80: :59c1:404:9ae2;.. FF02:ic S0P 208 M-SEARCH * HTTP/1.1
2.168789 192.168.1.9 .205.149.188  0ICQ 89 0ICQ Protocol —]
.117097 172.217.18.131 192.168.1.9 QuIc 72 Payload (Encrypted), PKN: 5
.311688 203.205.149.188 192.168.1.9 oIcg 89 0ICQ Protocol
©.504606 192.168.1.9 31.13.95.36 TLsvl 130 Application Data
0.504921 192.168.1.9 31.13.95.36 TLsvl 108 Application Data
9.504972 192.168.1.9 31.13.95.36 TLSv1 913 Application Data
.572742 31.13.95.36 192.168.1.9 TCe 60 443 > 50841 [ACK] Seq=1 Ack=77 Win=2043 Len=0
0.572744 31.13.95.36 192.168.1.9 TCe 60 443 > 50841 [ACK] Seq=1 Ack=123 Wi
.572745 31.13.95.36 192.168.1.9 cp 60 443 > 50841 [ACK] Seq=1 Ack=982 Wi
.572746 31.13. jon Data
! 0.572748 3113 MR e d peckets =2 ion Data
! 0.572896 192.18 Do you want to save the captured packets before starting a new capture? | 1443 [ACK] Seq-982 Ack=89 Win-993 Len-8
! 140.717180 31.13 ion Data
[ — g Your captured packets will be lost if you don't save them. | -
, '
> Frame 1: 208 bytes on wird [_save | [Continue without Saving| [ Cancel
> Ethernet II, Src: Hewlettd 90:0c)

» Internet Protocol Version B, SRCY Fe8@::50c1 4040569 3015, Dot: Tr02:1¢C
- User Datagram Protocel, Src Port: 65476, Dst Port: 1968
- Simple Service Discovery Protocol

33 33 @@ 00 0@ Oc 64 51 86 47 088 55 86
66 80 9a 11 @1 fe 80 ©0 00 00 00
84 84 9a e2 34 1a ff 92 ©0 00 00 00 00
@0 08 00 8@ 00 Ac ff c4 @7 6c 80 9a 2a

dd 68 ee
59 c1
@0 ee ee
fd 4d 2d

i
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Wireshark 52 £ MODBUS TCP £t

7£ MODBUS TCP EERMFEEIZ T
K Lkt a B ETRER HER
MODBUS #t ol B H fth 34 51/E%E, Lt
FFE A L ECEkE (= 1L S THIGIE A
modbus (W28 & /NE) Bl 7] LUERR
HihpyHa, REE modbus #H
(2

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
RE AR es=Fs=Eaaan

[X] E

Source Destination Protocol  Length Info
192.168.1.9 122.116.130.169 Modbu... 66 Query: Trans: 262; Unit: 1, Func: 3: Re
122.116.130.169 192.168.1.9 Modbu... 191 Response: Trans: 262; Unit: 1, Func: 3: Re
192.168.1.9 122.116.130.169 Modbu... 66 Query: Trans: 263; Unit: 1, Func: 3: Re
122.116.130.169 192.168.1.9 Modbu... 191 Response: Trans: 263; Unit: 1, Func: 3: Re
16 1.011991 192.168.1.9 122.116.1368.169 Modbu... 66 Query: Trans: 264; Unit: 1, Func: 3: Re
12 1.@17ee7 122.116.130.169 192.168.1.9 Modbu... 191 Response: Trans: 264; Unit: 1, Func: 3: Re
14 1.5818@6 192.168.1.9 122.116.130.169 Modbu... 66 Query: Trans: 265; Unit: 1, Func: 3: Re
16 1.58649@ 122.116.130.169 192.168.1.9 Modbu... 191 Response: Trans: 265; Unit: 1, Func: 3: Re
18 1.997517 192.168.1.9 122.116.138.169 Modbu... 66 Query: Trans: 266; Unit: 1, Func: 3: Re
208 2.002259 122.116.130.169 192.168.1.9 Modbu... 191 Response: Trans: 266; Unit: 1, Func: 3: Re
22 2.502882 192.168.1.9 122.116.130.169 Modbu... 66 Query: Trans: 267; Unit: 1, Func: 3: Re
24 2.508458 122.116.130.169 192.168.1.9 Modbu... 191 Response: Trans: 267; Unit: 1, Func: 3: Re
26 3.025576 192.168.1.9 122.116.130.169 Modbu... 66 Query: Trans: 268; Unit: 1, Func: 3: Re
28 3.031413 122.116.130.169 192.168.1.9 Modbu... 191 Response: Trans: 268; Unit: 1, Func: 3: Re
31 3.558374 192.168.1.9 122.116.1368.169 Modbu... 66 Query: Trans: 269; Unit: 1, Func: 3: Re

> Frame 1: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface ©
Ethernet II, Src: HewlettP_47:88:55 (64:51:06:47:08:55), Dst: D-LinkIn_c9:23:b4 (9c:d6:43:c9:23:b4)
> Internet Protocol Version 4, Src: 192.168.1.9, Dst: 122.116.130.169
Transmission Control Protocol, Src Port: 51853, Dst Port: 582, Seq: 1, Ack: 1, Len: 12
> Modbus/TCP
+ Modbus

9c dé 43 c9 23 b4 64 51
88 34 32 96 46 6@ 8@ 06
82 a9 c7 6d @1 f6 b5 bb
88 fe be f5 86 8@ 81 06
ee 49

@6 47 B8 55 08 @@ 45 00
08 80 c@ 28 81 89 7a 74
a8 da 4a 37 c4 60 50 18
00 @0 60 66 81 B3 °a 00

@ 7 Modbus Protocol

Packets: 224 * Displayed: 98 (43.8%)




INER A~ Z 502 port

MODBUS TCP ~—E &£ A 502 port, LtE#
A modbus i FEA, LL503 port A4, AT LA
= A tcp.port==503, Bz A #EE Decode
#1E Modbus/TP BRI B ZIZ R,

As 4

A ‘E=Es
File Edit View Go Capturs Analyze Statistics Telephony Wirsless Tools Help
AdEmJ® BREB Res==F oS Eaaan
(I Jtep.port =503
Yo. Time Soure Destination Prolocol_ Lengh Info
- 1 0.000000 192.168.1.9 122.116.130.169  TCP 66 51115 = 583 [SYN] Seq=8 Win=l
2 0.004437 122.116.1308.169 192.168.1 9 T fA 562 = 51115 [SYN, ACK] Seq=@
3 0.004470 192.168.1.9 122.116.]  Mark/Unmark Packet Cul+M L 503 [ACK] Seq=1 Ack=
4 0.004974 192.168.1.9 122.116.]  Ignore/Unignore Packet  Ctrl+D b 503 [PSH, ACK] Seq-1
5 9.009804 122.116.130.169 192.168.]  Set/UnsetTimeReference  Ctrl+T £1115 [ACK] Seq=1 Ack=
6 0.010561 122.116.130.169 192.168.1  Time Shift.. Ctl+shift+T 51115 [PSH, ACK] Seg=1
7 8.910578 192.168.1.9 1998160 | packeecomment. CultAlsc P 503 [ACK] Seq=13 Ack
8 0.474733 192.168.1.9 122.116.1 - b 593 [PSH, ACK] Seq=1
9 0.479224 122.116.130.169 Eo8inesd | FditReohed e E1115 [ACK] Seg=138 Ac|
10 0.480003 122.116.130.169 192.368.1  appiyasFikier , B1115 [PSH, ACK] Seq-1
11 0.430671 192.168.1.9 122.116.1 b 503 [ACK] Seq=25 Ack
repare a Filter 3
13 1.929595 192.168.1.9 122.116.1 ) L 593 [PSH, ACK] Seq=2
| Conversation Filter 3
14 1.933768 122.116.130.169 192.168.4 " . , B1115 [ACK] Seq=275 Ad)
15 1.834534 122.116.130.169 o o R i 51115 [PSH, ACK] Seq-2
16 1.834561 192.168.1.9 2 .416. TP ' L se3 [acK] Seq-37 Ack
A7 a_rraasa ann a a ann aar o Follow 3 froa rocu acel oo o
> Frame 2: 66 bytes on wire (528 bits), 66 bytes capi z 7
. Ethernet II, Src: D-LinkIn c9:23:b4 (9c:d6:43:¢9:23 Ry 6:47:88:55)
> Internet Protocol Version 4, Src: 122.116.130.169, Protocol Preferences 3
> Transmission Control Protocol, Src Port: 503, Dst F Decode As.
| Show Packet in New Window

Ml Vireshark - Decode As__ B ==
Field Value Type Default Current
TCP part =]503 - Integer, base 10 (hone) [(mene) e
MSRP -
Modbus/T
MysSQL
NASDAQ-SOUP
NBSS
NCP
NDMP
NDPS
NNTP -
[ ok J[ swe ][ Comal ][ B
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Adm @ ummBRes==FssEaaan
I [1op port — 503 [x] -] Bxpressione 4
¥o. Time Soure Destination Frotocol  Length Info -
~ 10.000000 192.168.1.9 122.116.130.169  TCP 66 51115 ~ 503 [SYN] Seq=@ Win=8192 Len=0 MSS=1460 WS=256 ..
2 0.004437 122.116.130.169 192.168.1.9 TCP 66 503 > 51115 [SYN, ACK] Seq=0 Ack=1 Win=8192 Len=0 MSS=1.. £
3 0.004470 192.168.1.9 122.116.138.169 Tcp 54 51115 » 503 [ACK] Seq=1 Ack=1 Win=66848 Len=0
4 8.8e4974 192.168.1.9 122.116.138.169 Modbu... 66 unknown: Trans: 1; Unit: 1, Func: 3: Read Hold..
5 0.009804 122.116.130.169 192.168.1.9 TCcpP 68 503 » 51115 [ACK] Seqg=1 Ack=13 Win=66048 Len=8
6 8.910561 122.116.130.169 192.168.1.9 Modbu... 191 unknown: Trans: 1; Unit: 1, Func: 3: Read Hold..
7 8.010578 192.168.1.9 122.116.138.169 Tcp 54 51115 + 503 [ACK] Seq=13 Ack=138 Win-66048 Len-0
8 9.474733 192.168.1.9 122.116.138.169 Modbu... 66 unknown: Trans: 2; Unit: 1, Func: 3: Read Hold..
9 9.479224 122.116.130.169 192.168.1.9 Tcp 60 583 + 51115 [ACK] Seq=138 Ack=25 Win-66048 Len-0
10 0.480003 122.116.130.169 192.168.1.9 Modbu... 191 unknown: Trans: 2; Unit: 1, Func: 3: Read Hold..
11 @.480071 192.168.1.9 122.116.138.169 Tcp 54 51115 + 583 [ACK] Seq=25 Ack=275 Win=65792 Len=-@
13 1.029595 192.168.1.9 122.116.130.169  Modbu.. 66 unknown: Trans: 3; Unit: 1, Func:  3: Read Hold..
14 1.033768 122.116.130.169 192.168.1.9 TcP 68 503 > 51115 [ACK] Seq=275 Ack=37 Win-66048 Len=0
15 1.034534 122.116.130.169 192.168.1.9 Modbu... 191 unknown: Trans: 3; Unit: 1, Func:  3: Read Hold..
16 1.034561 192.168.1.9 122.116.130.169 TP 54 51115 > 503 [ACK] Seq=37 Ack=412 Win=65792 Len=0 il

> Frame 5: 60 bytes on wire (489 bits), 60 bytes captured (48@ bits) on interface @
> Ethernet II, Src: D-LinkIn_c9:23:b4 (9c:d6:43:c9:23:b4), Dst: HewlettP_47:08:55 (64:51:06:47:08:55)
> Internet Protocol Version 4, Src: 122.116.130.169, Dst: 192.168.1.9

> Transmission Control Protocol, Src Port: 583, Dst Port: 51115, Seq: 1, Ack: 13, Len: @




A E==s =T

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

ma® REQeszFiszsBFaaa
[ [modbus ] ~ | Expression~ +
No. Time Source Destination Protocol  Length Info
335 41.479771  192.168.1.9 122.116.130.169 Hodbu.. 66 Query: Trans:  11; Unit: .
337 41.484529 122.116.130.169 192.168.1.9 Modbu... 191 Response: Trans: 11; Unit: ..

Frame 335: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface @

Ethernet II, Src: HewlettP_47:88:55 (64:51:@6:47:08:55), Dst: D-LinkIn_c9:23:b4 (9c:d6:43:c9:23:b4)
Internet Protocol Version 4, Src: 192.168.1.9, Dst: 122.116.130.169

Transmission Control Protocol, Src Port: 51174, Dst Port: 502, Seq: 1, Ack: 1, Len: 12 I
Modbus/TCP

{=1£ MODBUS TCP Client 2=, #fwireshark B |5 mn oo cons s g s
#HLL modbus FAMFAHITERER, 2T MODBUS

TCP Client Read $2, LIEL—fExa. BHEE—HHE | ___
SR Query, ATLAALERYE 192.168.1.9 7i2 | |/~ o mamns

[ [modbus [X] -] Expressiones | +
’=|= - -l s — No Time Soure Destination Frotool Lengh  Infa
== H% | P =ﬁ Fﬁ 1 22 1 1 6 1 3 O 1 6 9 m Tt E j'c * %ﬁ ﬁﬁ 7@7@ 335 41.479771 192.168.1.9 122.116.130.169 Modbu... 66 Query: Trans: 11; Unit: -
% A A . . . 1Y XE 1y @|| | 337 41.484520  122.116.130.169 192.168.1.9 Modbu.. 191 Response: Trans:  11; Unit: ..
$ Vs vaxd % \E =
. %
| P ? E Faﬁ M O D B U S _> WO rd CO u nt’ 64 ” L E [ [Frame 337: 191 bytes on wire (1528 bits), 191 bytes captured (1528 bits) on interface @ <

> Ethernet II, Src: D-LinkIn_c9:23:b4 (9c:d6:43:c9:23:b4), Dst: HewlettP 47:08:55 (64:51:06:47:08: 55
Internet Protocol Version 4, Src: 122.116.130.169, Dst: 192.168.1.9

;5 HX(Function code :Read Holding Registers) fii | fog i s i Sl s o

4 Modbus

BORIAMIGAE , B2 4 Response BIRILIE | oo s

Register @ (UINT16): 252

%) 122.116.130.169 EMEAR, LUK 64 1B =i

Register 2 (UINT16): 1

+= . . . e~ 15N Register 3 (UINT16): B

Register 4 (UINT16): 1
5

~

Register BO{E Bl 24 1& = R

64 51 86 47 B8 55 9c d6 43 c9 23 b4 08 8@ 45 80
@e bl 7d 3d 48 8@ 7f @6 bf 3a 7a 74 82 a9 @ a8
91 @9 @1 f6 c7 e6 7e 55 <c db 8b 71 11 53 5@ 18
91 92 f9 dc 90 90 00 Ob 0O 00 00 83 01 03 80 80
fc 90 03 00 ©c 90 00 00 ©1 00 Oc 00 00 00 02 00

O 7 wireshark EF23FBDS-7BCD-4934-E744-3E1EBABC4AT2 20170414104341 07256 Packets: 3940 -Displaved: 3 0.1%) Profile; Default




EEXHMhHA

sl ZE 2 1F MODBUS TCP Client #23( : i # — & Register £1% T Write LIE4A Write
Single Register; e BB M ERegister &% T Write LLE 4 Write Multiple
Registers; ti#E#EA £ Input Register 2T Read LLE4 Read Input Registers,

#85% COIL HEl, #'F Read 4 Read Coils; B —BHBBIRIELILT Write
BAZE 4 Write Single Coil; Bi AR IR A 1% T Write LI Write Multiple
Coils; 2 B6#EH L Input #2 T Read LAE 4 Read Discrete Inputs, 2tk & F#Y
MODBUS TCP Function code (EERER [ AR, &R el LAERERES



Pl

Z1EEREXIRIRT save A LIGLERFR B A, (BAEE
BEGREHTEE modbus H&Eﬂﬂﬁﬁﬂﬂ’ﬂﬁﬁ’ﬁﬁ
2, MBEMEENHEFEEHMEM, RTEEAX
5, hEERERPEEFNRIER,

A EEER

Jg?% File->EXp0rt SpeCified Edit View Go Capture Analyze Statis

Open Ctrl+0

Packets.. #& All Packets '

Merge...

Displayed #7144, WEERE | =" ..
¥&& EIf MODBUS iq"a, MmO e B
x ﬁ J: %iE J:_E:,s T :::tspeaﬁad Packets. . : is

Export Packet Dissections » F
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